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Abstract: The output of this work is a comprehensive overview of a wide range of key aspects of
security and privacy relevant for the development of smart cities in Slovakia. The work incorporates
heterogeneous and complex findings into a corpus of simplified evidence. By employing a systematic
review method, this study first outlines key characteristics of a smart city, and then proceeds to
summarise opportunities and challenges for conceptualising a model of a smart city in Slovakia. The
development of a classification with respect to the different smart city domains, systems and potential
threats aims to highlight universally applicable aspects. In order to provide an overview, the paper
also presents specific requirements, options, problems, and factors taking into account Slovak policies.
This work is based on the proposition that a sustainable and prosperous conceptual model of a smart
city is not only linked with technological artefacts and communication infrastructure that enable
intelligent management of various governance resources, but is especially tied to the norms, policies,
and standards that ensure security and privacy for smart city residents, as their presence and trust in
the whole ecosystem is essential for the generation, collection, processing, storage, dissemination,
and use of data by respectful technologies. A secure smart city is a cross-disciplinary dilemma, a
universal technological challenge built upon context-based policies, standards and procedures. The
output of this work is an identification of smart city domains that can become subject to attacks and
a stipulation of security requirements that are needed to assure domain functionality. Maintaining
meaningful human control as a requirement to mitigate influence activities as well as protect and
ensure residential engagement in a smart city was identified and added to the results of the review.
Simple communication was highlighted as an effective countermeasure. Applicability of the smart
city concept in Slovakia is particularly vulnerable due to the slow pace of implementation and
fragmentation of relevant legislation, short development cycle of new techniques of attack, and the
lack of expertise and low level of user awareness.
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1. Introduction

A smart city is a space that integrates physical, digital, and societal systems into
networks and services to better leverage available resources, improve interaction with
government as well as improve the well-being of its residents [1,2]. A more comprehensive
definition frames a smart city as an urban space that uses existing physical infrastructure
and various technologies such as the Internet of Things, physical networks, cyber networks,
sensor networks, information and communication technologies as well as intelligence
to collect data in different urban areas, and through its rigorous analysis provides a bet-
ter housing environment and continuously improves the quality of life, economic and
social development and growth, promotes sustainable development and environmental
protection, makes optimal use of energy resources, improves the performance of urban
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systems, solves local problems, and assists in better planning [3–5]. The definition of a
smart city goes beyond the use of mechanical or digital technologies, as it also includes
political commitment, social investment as well as broad and inclusive engagement of
residents, which is essential in delivering sustainable and inclusive solutions that make
cities safer and more resilient [6,7]. Developing the smart city concept through the imple-
mentation of systemic solutions ranging from cybersecurity policies to responsible data
management standards has the potential to exponentially improve the quality of life and
trust of smart city inhabitants [8]. In addition to the vast number of benefits that a smart
city concept offers, the broader range of challenges and potential risks that their realisation
poses for governments, institutions, organisations, and potential service providers need to
be addressed and analysed.

In order to provide more value to its residents than conventional cities, smart cities aim
to utilise a combination of sensors, software solutions, user interfaces and communication
networks, in other words, the Internet of Things (IoT) [9]. IoT has the greatest impact on
smart city routine operations and service delivery [10]. It is due to the fact that service
delivery and optimisation at an operational level relies heavily on analysing large amounts
of data [11]. Citizens and their willingness to engage in the smart city ecosystem therefore
plays a critical role. The more citizens and devices are involved in the ecosystem, the greater
the amount of data are consciously or unconsciously generated at each point in time, the
processing of which can lead to the discovery of behavioural patterns, lifestyle patterns,
interests, and consumption habits [12,13]. The safe and lawful generation, collection,
transmission, processing, storage, dissemination, and use of data within the smart city
ecosystem is the biggest challenge for a sustainable smart city concept implementation [14].

Sustainable digital innovation is linked with the development of digital protection
mechanisms [15]. Threats to the security of smart city residents, in the form of data misuse
or other breaches of their digital privacy, can lead not only to distrust towards the provided
services, but even to a pessimistic perception of the smart city concept. Public policy there-
fore takes centre stage in determining the extent and fidelity of information that residents
of smart cities are willing to contribute [16]. As long as a resident’s private data recorded by
various sensors and digital solutions are secure, the engagement rate should remain high.
On the contrary, if residents do not have the will to actively participate in the IoT ecosystem,
the smart city concept will not be able to provide services of a higher quality than a conven-
tional city and will therefore lose its relevance. Quantification of residential engagement
through digital means in the Slovak Republic is a trending paradigm, unfortunately, as
of now, dominated mainly by private entities, which are collecting data for marketing
or system management purposes [16,17]. Slovak policies pertinent to the deployment
of information systems in public administration are uncoordinated and fragmented [16].
Consequences of various regional administration agendas include difficulties in combining
policy aspects with technological solutions [18]. Based on an overview of smart city systems
and major privacy and security issues, the study adds to the existing body of literature by
discussing a range of specific solutions for Slovakia to address critical security and privacy
threats in smart city infrastructures. Open research issues and challenges are taken into
account. A possible system of a smart city is shown on Figure 1.Sustainability 2023, 15, x FOR PEER REVIEW 3 of 20 
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1.1. Research Questions

Given the issues presented in the introduction and the identification of a literature
gap, this work seeks to answer the following research questions:

1. What are the general security and privacy aspects of a smart city and how can we
categorise them?

2. Which of these aspects are critical for the development of a conceptual model of
security and privacy in a smart city with respect to the possibilities, assumptions,
problems, and factors of its feasibility in the Slovak Republic?

1.2. Literature Review

The smart city was outlined in the introduction and therefore the literature review
is dedicated to the specific systems and domains that comprise a smart city. This part
describes them on two levels. In the first paragraph, the nine main systems that constitute
a smart city and are subject to security and privacy concerns are described based on the
Slovak policies and researched literature. Beyond the findings derived from literature
research, sustainable finance was added as a designated system as it plays a crucial role
in the developing smart city ecosystem in Slovakia. Subsequently, the second paragraph
describes a smart city in terms of the general requirements for the aforementioned systems
and their security parameters. The study draws inspiration from defence and security
research on complex systems and adds meaningful human control as one key requirement.
The decision to include this unusual aspect was taken to highlight the importance of linking
the security and privacy architecture with the will of residents to be active participants.
Given the interconnectedness of all aspects of the smart city and the presence of IoT as a
fundamental building block for the entire ecosystem, it is necessary to view security not
only through the prism of the systems but also cross-sectionally through the requirements
for their functionality.

There are several published papers that systematically review security and privacy
aspects of smart cities. Some use case studies to highlight potential security outcomes of
developmental programs pursued by smart city administration [20], while others have
broader focus and examine contemporary security solutions as a means of addressing
general smart city challenges [21]. Research focusing on assessing technologies as key
enablers behind security techniques [22] or examining novel applications of IoT systems
and discussing their potential implications are also prevalent [23]. Smart city security
focused literature tends to discuss various modes of privacy and categorise vectors of
possible attacks as well as defence options [24].

1. Smart City Governance: This system primarily relates to municipal politics and
citizen participation in public decision-making, management of municipal enterprises,
and general services for smart city residents [25]. For instance, digitalisation of
local elections, public consultations, referendums, voting, monitoring of residents’
sentiment about public affairs or local policies, and others [26]. In the Slovak Republic,
municipalities are constitutionally obliged to appropriately inform residents about
their activities. Without more detailed elaboration of the means, this obligation is
further specified in Act No. 211/2000 Coll. on free access to information.

2. Smart Residents: The system mainly relates to the level of competence and education
of residents in the use of technological artefacts and participation in the smart city
ecosystem, but also to the ability of residents to actively perceive social interactions
and public life and react to emerging changes [27]. Responsible residents who know
how to securely handle and share their data are a good example. The principal
methods of residential participation in Slovak municipal governance are specified
in the Act on the Municipal System no. 369/1990 Coll. The voluntary contribution
relies on the municipality’s independent initiative [27]. A national programme for
development of education as well as a programme of school informatisation with an
outlook until 2030 seek to increase competence of the society in the field of ICT and
digital services.
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3. Smart Economy: This system is mainly linked with competition, entrepreneurship,
continuous innovation cycle, flexibility, and labour market productivity [28]. The
focus is on how technology is applied rather than how many technological artefacts
are available [29]. Examples include special industrial zones or the circular economy.
The Smart Industry Concept for Slovakia defines the vision and some domains of a
smart economy, while a follow-up action plan is limited to the framing of general tasks
that would enable favourable conditions for the development of the Slovak IoT-based
economy. The Research and Innovation Strategy for Intelligent Specialisation Slovak
Republic 2021–2027 increases the potential for such transformation.

4. Smart Housing: The system encompasses a number of intelligent services designed to
improve general quality of life or provide convenient home better management of home
appliances [30]. These range from optimisation of residential zones, cultural and social
facilities, educational facilities, tourism, and security to remote monitoring [31,32].

5. Smart Healthcare: A connected, intelligent, and human-centred healthcare system is
best represented by the integration of personal, environment, and infrastructure data
via algorithms to create actionable insights or personalised care experience for smart
city residents [33]. Digitalisation and informatisation of the Slovak healthcare system
was enabled by Act No. 53/2013 Coll. on the national health information system,
which established the National Centre for Health Information responsible for the
implementation of informatisation and computerisation of healthcare in the Slovak
Republic [34]. This paradigm was further accelerated by the COVID-19 pandemic.

6. Smart Transportation: This system is primarily tied to a sustainable transportation
system and the continuous improvement of urban transport efficiency, smart parking,
and traffic management in relation to planning and demographic trends [35]. A
suitable example are the smart interfaces for public transportation. Act No. 317/2012
Coll. on Intelligent Transport Systems in Road Transport regulates the use of smart
transport systems in Slovakia for road transport only. Data collection and analysing
are somewhat decentralised and take place at several levels, e.g., the Slovak Road
Administration through the National Traffic Information System [36]. This strategy for
smart and sustainable mobility in Slovakia provides a vision for the future direction
of this system.

7. Smart Infrastructure: This system relates to the monitoring of urban environments
and management of limited resources, raw materials, and energy networks in order
to ensure their optimal usage [37]. Some examples are smart grid, electricity storage
or decentralisation of energy production, and consumption [38]. Providing access
to information and communication networks and technologies also falls into this
category. The topic of smart energy is one of the priorities of the Energy Union and
according to the Ministry of Economy, Slovakia is significantly lagging behind. Act
No. 251/2012 Coll. on Energy does not take into account the dynamically changing
environment and contemporary trends such as decentralisation [39].

8. Smart Urban Environment: This system comprises monitoring of key ecological
indexes and their analyses to adequate responses from authorities. It is an essential
link between city management and environmental protection [40]. Examples include,
but are not limited to, carbon and harmful gas management, construction of green
spaces and buildings, waste recycling, and sanitation management. The vague vision
is conveyed by the Strategy of Environmental Policy of the Slovak Republic to 2030.
Act No. 17/1992 Coll. on the Environment as well as the forthcoming Act No. 27/2022
Coll. on Air Protection defines sufficient environmental parameters, but there is a lack
of legislation framing the means of achieving the desired state.

9. Sustainable Finance: The Slovak Government approved the Programme Slovakia
2021–2027, on the basis of which the Slovak Republic will be able to draw European
resources in the amount of almost EUR 13 billion in the new programming period. The
package also includes EUR 106.3 million allocated for the building of smart cities and
regions, in accordance with the Programme Declaration of the Slovak Government and
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other relevant focus materials, including the upcoming Action Plan for Smart Cities
and Regions for 2023–2025. The National Investment Plan for 2018–2030 elaborates
on the current funding basis and specifies financial instruments at the national level.

According to studies [19,37], structure and relations between the concepts of smart
city and safe city, their common systems, and separate layers are shown in Figure 2.
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The Act No. 69/2018 on Cybersecurity defines a cybersecurity incident as any event
that results in the loss of confidentiality of data, destruction or compromise of system in-
tegrity, limitation or denial of availability of an essential or digital service, a high likelihood
of compromise of the operations of an essential or digital service, or a compromise of the
security of information [41]. While the above-mentioned definition could be applied to
all relevant systems of a smart city, to build a conceptual model, it is beneficial to theorise
beyond the scope of threats and examine security and privacy protection requirements.

A. An active participation of residents is the backbone of a smart city because the concept
itself is based on the premise that technology serves the needs of residents and a smart
city is not merely about advanced technology and infrastructure. The participation
of residents and their devices is essential due to their ability to generate data for the
development of technologies, applications and systems as well as human factors such
as innovation [13].

B. Meaningful human control of systems and subsystems. Given the ubiquity of systems
in a smart city, it is necessary to take into consideration ethical implications and user
values to ensure their socio-technical resilience [42]. Meaningful human control as
part of the design ensures sustainable engagement of residents.

C. Onnectivity enables the connection of technological artefacts and their clusters to
the intelligent ecosystem represented by IoT [43]. Thus, connectivity is the most
fundamental prerequisite for a technically functioning smart city and a guarantor of
competitive advantage over conventional cities. Connectivity, through the provision
of communication solutions, causes a significant spillover effect to other domains.
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D. Scalability complements connectivity, as each IoT system or component should be
scalable according to the needs of a smart city. Assuming that smart cities evolve
from small to larger, from technologically simpler to more complex, an exponential
increase in system complexity as well as data quantity can be expected [44]. A smart
city cannot function properly without scalable systems and mechanisms. Connectivity
and scalability are directly related to the generation and management of big data
(Big Data).

E. Big Data are the result of the application of IoT. As outlined in the introduction, for
the operation of a smart city, it is necessary to manage large amounts of sensitive and
personal information that may pose a security risk or a vulnerable part of the system.

F. Heterogeneity is another requirement that is related to IoT. Heterogeneity can be
defined as the plurality and independence of systems, technological artefacts, users,
diversity of networks, protocols and communication technologies, tools, and platforms
that lack a common security framework [45]. Homogeneity is in direct conflict with
the dynamic concept of the evolving smart city.

G. Constrained resources, or in other words, devices that are a part of IoT are limited
by physical parameters such as memory, battery capacity and quality, radio stan-
dards or network interfaces [46]. For better security, it is necessary to balance the
use of cheaper, smaller, and less energy-intensive devices with their expensive coun-
terparts. Data minimisation and avoiding recording of irrelevant data are also part
of effective resource management [47]. Unique security challenges require specific
security measures.

H. Autonomy provides rapid response, cost savings, and adaptive configuration of
systems as they operate. Autonomy is closely linked to the artificial intelligence (AI)
that enables it. Devices involved in IoT, unlike traditional technological artefacts,
should be able to configure themselves automatically.

I. Vulnerability or susceptibility of complex systems to coordinated physical attacks
and natural disasters is the Achilles heel of IoT [48]. Due to their number, sensors are
usually small and do not have robust physical protection. This means that they can be
easily destroyed, stolen, moved, or tampered with.

1.3. Literature Gap

The smart city is a trending topic, which is being studied mainly in terms of particular
technologies, systems, and policies [49]. This means that a large body of literature focuses
on technical ways to increase well-being and improve quality of life or researching enabling
policies [50]. Challenges including security and privacy of interconnected domains occupy
a disproportionately smaller portion of the literature [51]. Considering the fact that the
smart city is a dynamic and evolving topic, there is a demand for cross-disciplinary efforts
to cover the diverging literature and identify, classify, and reference critical aspects as
well as security requirements with regard to specific scenarios [52]. Numerous types of
comprehensive studies have been conducted in the past in this area [53], but one of the
missed opportunities is lack of a holistic approach; that is, the various smart city aspects
have not been considered in an integrated manner on a concrete example. This work seeks
to add to this area in the literature, and additionally link sustainable development with the
need to appropriately address the security of smart city residents. The work also fills a gap
in the efforts leading to the development of smart city conceptual models [54]. To address
these challenges on a practical level, the work first outlines a framework comprising the
most important smart city systems and their security and privacy requirements through a
systematic review, and then proceeds to consider which of these aspects are critical for the
development of a conceptual model of security and privacy in a smart city with respect
to the context of the Slovak Republic. The above-mentioned gap is further exacerbated
in Slovak literature, which lacks robust literature on categorisation or classification of the
problem, but provides room for developing a variety of conceptual models.
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2. Materials and Methods

This work utilises a mixed research method primarily based on the method of qualita-
tive systematic review. The method was chosen because it enables effective identification,
evaluation, and synthesis of the largest possible set of heterogeneous research relevant to
answering the posed research questions [55,56]. This work firstly systematically evaluates a
broad scope of smart city systems present in the wider literature, and based on a correlation
with systems recognised by Slovak strategic and conceptual policy documents, identifies
the nine most important systems. Secondly, requirements relevant to the conceptualisation
of the model for smart city security and privacy are stipulated. Thirdly, in a holistic manner,
the work proceeds from broad to concrete, considering the possibilities, assumptions, chal-
lenges, and feasibility factors for smart city realisation in the Slovak Republic, particularly
considering the cyber domain as it is the most prolific. The work results in a systematic
synthesis of evidence and elaboration of results according to specific security and privacy
domains, based on the synthesis and interpretation of data from a wide range of heteroge-
neous studies across multiple research domains. It should be noted that due to the high
set of relevant systems and domains of security and privacy, the thesis only highlights the
most relevant and focuses purely on the conceptual level. Refining and implementing the
model itself as well as evaluating the interactions between the different domains is not in
the scope of this work. The elaboration of the specific model and evaluating its potential
implementation in the Slovak context is the subject of a potential follow-up study. Strategic
and conceptual policy documents are not linked to the overarching body of European
legislation or normative documents from intergovernmental authorities.

The work uses a comprehensive search strategy using several scientific databases and
examines articles published in Slovak, Czech, and English. The search of heterogeneous
sources allowed for the analysis and synthesis of a sufficient number of articles, which
minimises bias and makes it easier to conduct a systematic review. The systematic review
method uses explicit and transparent processes, which are easily reproducible by other
parties [57]. The downside of the chosen method is that systematic review is significantly
limited by the formulation of the research questions [58]. In practice, this means that the
ability of this method to answer unexpected questions or contribute to the wider debate is
limited [59]. Another downside of the selected method is selection bias, because research
questions are tied to the specific context of the Slovak Republic, but drawn from broad
literature [60].

Summary of the Research Process

1. Define the research questions as well as inclusion and exclusion criteria for various
privacy and security aspects.

2. Search for relevant academic articles in electronic databases such as JSTOR, ScienceDi-
rect, Scopus, EBSCO, ProQuest.

3. Select highly cited articles with respect to the defined research method, criteria,
and timeliness.

4. Filter research articles by title, keywords, and abstract with respect to various aspects
of smart city security and privacy.

5. Evaluate bias and extract relevant data from the articles.
6. Analyse and classify key aspects.
7. Reduce and extract key aspects.
8. Categorise key aspects.
9. Assess the quality of evidence and interpretation of categories to achieve a more

comprehensive view.
10. Draw generalised conclusions to the aspects beyond their individual elements.
11. Address retrieved conclusions that differ from the literature review and unpack in

the discussion.
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3. Results

The results present a structured description of the most important aspects related to the
conceptual model of smart security and privacy. The selection of aspects takes into account
current and future developments in the studied area. The aspects are further incorporated
and divided into specific domains, which are intended to simplify the heterogeneous and
complex findings regarding the possibilities, assumptions, problems, and feasibility factors
of the concept.

3.1. Security

The ubiquity of sensors, networks, and computing technology in urban infrastructure
presents different vectors for potential attacks or other malicious activities. Since all of
the relevant layers are integrated, in a smart city, any successful breach of privacy and
security can lead to an exponentially worsened outcome. General security threats to smart
city infrastructure include eavesdropping, theft, denial of service, information tracking,
loss of user data, user identity forgery, data content forgery, tampering, data leakage, and
botnet activities that target user privacy [61,62]. Hardware threats include tampering with
communication nodes, wireless interferences, insertion of malicious nodes or code as well
as physical damage. Assuming that the malicious actor is in physical proximity to the
devices, attacks may also include destruction of the communication node or radio frequency
jamming [63]. Cyber threats include phishing attacks, viruses, worms, and spyware. A
separate category is the wide range of hacking attacks that attempt to use malware to gain
unauthorised access to network system components [64]. Other network attacks mainly
include traffic analysis attacks, unauthorised access, and simulation attacks. Devices with
limited computing resources are particularly susceptible to attacks. As was mentioned
in the introduction, residential trust in the whole ecosystem is essential. Therefore, a
smart city must be explainable to its users, who, under ideal conditions, shall interact
with it effortlessly through adequate interfaces. This includes the ability to verify or audit
automated processes. Furthermore, one of possible vectors of attack on smart city security
is to avoid technological artefacts altogether and erode the trust and will of its residents to
participate directly through influencing [65].

Even though security and privacy in a smart city can be perceived on various, but
usually at least five layers [66], this study adds the layer of acceptance to the mix. The first
layer encapsulates the ubiquitous, yet vulnerable physical sensors. The second layer refers
to the collection of data from technological artefacts and sensors. The third layer relates to
the networks that connect artefacts and sensors to servers, thus forming an integral part
of the IoT ecosystem. The fourth layer is made up of computational sophistication and is
responsible for processing data to support applications and services for the inhabitants.
The fifth layer consists of providing services and smart applications that are tailored for
residents. The sixth layer named acceptance refers to the cognitive state, or the degree to
which smart city residents are willing or able to interact with the ecosystem. A summary of
security threats is shown in Table 1.

Table 1. Summary of security threats.

Layer Threat Countermeasure

sensors physical attacks on heterogeneous
devices, hacking

robustness, monitoring,
ubiquity

data

unauthorised access, eavesdropping,
spoofing *,
physical threats caused by environment
and people

multi-factor verification and
authentication, encryption,
cryptography

network
malicious code insertion, signal jamming,
wide range of hacking and cyber attacks,
spoofing, sniffing ◦

data encryption, antivirus
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Table 1. Cont.

Layer Threat Countermeasure

computing denial of service, unauthorised access,
insider threat, insecure software services monitoring

services
DDoS, malicious code insertion, phishing,
social engineering, spyware, cache
overflow, backdoor, botnet

antiviruses, filters, user
education, anti-DDoS
measures

acceptance influencing, lack of explainability, trust or
meaningful control over systems

communication, training and
education, user interfaces

* Spoofing is a broad term for the type of behaviour of a cybercriminal who impersonates a trusted entity or device.
◦ Sniffing occurs when an attacker intercepts and retrieves sensitive data passing through a network.

3.2. Privacy

This section discusses the most critical threats to data protection and privacy of
residents in a smart city.

1. Identification: The threat of identification is related to the association of a person with
private data. Authentication based on personal data minimisation limits the ability of
sensors to collect data in the IoT, thus maintaining control over data disclosure [67].

2. Localisation: The threat of recording location or tracking a person’s movement in
space and time relates to the availability of spatio-temporal data in the IoT, where
technological artefacts continuously record a user’s identity, location, and activity [68].

3. Profiling: The threat of collecting and analysing data about the activities of individuals
or groups in space and time, in order to identify their behaviours based on specific
characteristics. The threat is exacerbated by identifying or combining it with other
personal information [69].

4. Information fusion: The threat of creating accurate information as a result of combin-
ing independent data from different systems. The integration of different types of
information about an individual that reveals new facts [70].

5. Exploitation: The threat of malicious use of personal information, leakage of per-
sonal data, creation of fake profiles, identity spoofing attacks, and misuse of facial
recognition. Illegal collection of information about the existence and characteristics
of specific persons and things. Unauthorised access to personal data that may be
disclosed or leaked. Data that are subject to unprotected smart city infrastructure
may provide information that facilitates the theft of personal data and its use for
subversive activities.

6. Insecurity: The threat of not securing the sensors, technological artefacts, and software
that are the starting point of any attack. If the hardware is not sufficiently tested, it
poses a significant threat to the entire system. The lack of certification and standardis-
ation of devices and software creates a vulnerability in the system, as an attack on one
device can compromise the entire network [71]. Due to the large set of technological
devices, a simple software bug can affect an entire system.

7. Extortion: A psychological threat that is compounded by the frequent interaction of
smart city residents in the digital environment. Extortion can be perpetrated against
individuals, but especially against children and adolescents. Such threats include
child harassment, high-risk behaviour on social media, and communication with
strangers [72].

8. Alteration of ownership: A threat based on a legal process in which a new person
becomes the official owner of a technological artefact, sensor, system, or network that
was previously used by another person. For example, an attacker could use hijacked
smart metres to run ransomware on systems [73].

9. Influencing: Within the context of this study, this threat can be defined as a set
of soft power instruments of influence that aim to obtain data or exploit system
vulnerabilities to disrupt the processes of a smart city [74]. This can be achieved not
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only by social engineering, but also by arousing negative sentiment, eroding residents’
trust in governing institutions, or challenging core values of the concept [75].

10. Composite attacks: A combined threat consisting of multiple distributed attacks with
a synergistic effect and a greater impact.

Examples of security and privacy threats in the context of different smart city domains
and systems are shown in Table 2.

Table 2. Examples of security and privacy threats in the context of different smart city domains
and systems.

System Threat Security Trends Challenges

governance combined attacks, extortion,
insecurity, abuse

blockchain,
cloudification,

increase
in computing

capacity

Data immutability in blockchain
depends on the distribution of

nodes in a network. No entity shall
own more than half.

residents
extortion, insecurity, abuse,

information fusion, profiling,
localisation, impersonation

biometrics,
encryption,

cryptography, data
minimisation, anonymisation

Biometric databases represent a
single point of failure. Biometrics
are inherently publicly accessible.

economy combined attacks, change of
ownership, insecurity

blockchain,
cloudification,

artificial
intelligence,

machine learning

Cloudification increases latency,
limits scalability, and creates a

single point of failure.

housing change of ownership, insecurity,
profiling, localisation, identification

encryption,
cryptography,

security standards, attestation,
authentication
and validation

Cryptography is efficient but
computationally intensive for

personal devices.

healthcare malware, phishing, insecurity,
hacking, bioterrorism, ransomware

biometrics, robust artificial
intelligence and machine

learning models

Regulating adaptive AI algorithms.
Periodically updating and

configuring devices.

transportation
change of ownership, insecurity,

profiling, localisation,
identification

robust artificial
intelligence and machine

learning models, advanced
mathematical models

The robustness of AI-based models
depends on the amount of

annotated and raw data used to
train them.

environment combined attacks, insecurity

sensorisation,
artificial

intelligence,
machine learning

Periodically updating and
configuring sensors.

Standardisation and quality control.

finance ransomware, phishing, spoofing,
fraud, social engineering

multi-form
authentication

Deploying digital currencies and
modernising payment systems.

A summary of the general security and privacy requirements is as follows. Access
to personal data should be restricted to owners or authorised individuals. Access should
be based on identity verification and authorisation validation so that only authorised
residents can access services through a structured system [76]. The performance of services
should be contingent on the ability to monitor the conditions of their performance, which
would allow for the detection of abnormalities and the identification of malpractice [77].
The availability of devices and services should be over-dimensioned so that intelligent
systems or applications are redundant and able to be operative even during an attack or
threat [78]. Hardware, communication networks, and software should be robust and have
adequate resilience to physical damage [79]. Data exchange between sender and receiver
shall be protected from malicious or unauthorised users. The potential risk of leakage and
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disclosure of residents’ personal information cannot be completely eliminated even in a
secure system; hence it is advisable not to process all data through a single point, which
could pose a weakness in the system [80]. In order to minimise the risk of leakage, rigorous
testing should be part of the privacy design to verify that the system design does indeed
meet the baseline requirements.

3.3. Cyber Threats

Cyber threats are addressed in a dedicated part because they represent a multifunc-
tional tool that is capable of threatening all levels of security referred to in Section 3.1.
Although cyber threats and vulnerabilities have a specific nature and form, it is difficult to
quantify them within the scope of this work. The following is an approximation of some
of the most common types of cyber threats that can be expected to seriously compromise
the security of a smart city in Slovakia. The approximation also draws information from
National Cyber Strategy Security for the years 2021 to 2025.

1. Short development cycle of new techniques and attack methods: The possibilities
for attackers to use innovative tools are constantly improving. Therefore, the de-
velopment of appropriate cybersecurity tools or the degree of their availability in
specific markets may come too late or be of insufficient potency in some instances [81].
Attackers customarily react to emerging vulnerabilities in products and services in
real time, while security measures can be subject to long development cycles. The de-
velopment of emerging technologies such as applications of AI, quantum computing,
and encryption further enables attackers to execute their attacks more efficiently. As
vulnerability rates increase in direct proportion to the evolution of technology and
the digitisation of society, accelerating development cycles exerts pressure on security
requirements. This creates an asymmetry between dynamic development and the
emphasis on security requirements, especially if the developer prioritises functionality
and design over security. A similar problem arises in software technology upgrades,
where improved functionality does not necessarily equate to better security, unless
the very reason for the upgrade is security. Short development cycles also imply
quicker loss of manufacturer support and infrequent updates for outdated products
and services.

Slovakia is not developing competences and capabilities in the area of certification
of products, processes, and services in the field of cybersecurity fast enough [82]. A
consequence of this is the fact that service operators react vaguely and inflexibly to the
obligation to develop adequate security measures, which is mainly due to the insufficient
level of security awareness of operators and their suppliers in the field of cyber and
information security [83]. Cybersecurity in the public administration has a complementary
Act No. 95/2019 Coll. on Information Technology in Public Administration, but this
regulation does not reflect the dynamically changing methods of attacks and is often
not sufficiently implemented [82]. Furthermore, cyberspace is the domain of influence
operations that, without an agile legislative response, are capable of compromising security
through the proliferation of illegal content, disrupting public order, or undermining citizens’
trust in smart city institutions.

2. Lack of expertise and low level of user awareness: Technological advances are not
the only determinant of security; the human factor is equally important. Unless the
individuals who handle technology and participate in the smart city ecosystem are
competent or experienced enough to manage risks and apply security measures, the
human factor will be a weak link in security [84]. Defining processes and imple-
menting security measures require aware individuals as well as sufficient awareness
in society to facilitate funding for security activities and ensure leadership support.
For example, the detection of cyber incidents, i.e., attempted or successful attacks,
is a challenging process, requiring a high level of expertise and technical capacity.
Awareness of the pitfalls and risks in cyberspace affects not only the company but
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also the users’ attitude towards their own security. Individuals lacking knowledge
and experience in cybersecurity can become ideal targets for attackers.

Professional education in the field of cybersecurity is not systematically addressed in
the Slovak Republic, and there are very few university programmes in cybersecurity [85]. On
top of that, cybersecurity research and development is decentralised and minimal, mainly
carried out by private companies as part of their business activities and by academia [82].
The State does not have a coherent concept of support for cybersecurity R&D.

3. There is a slow implementation of legislative measures and standards. The topic of
security is not commonly considered a priority, but mostly just an obligation that must
be fulfilled by law; implementing regulations or non-legislative standards defines the
status quo of measures across all levels of security. Moreover, legislative cycles are
usually much longer than the cycle of innovation and application of new methods
and technologies in the cybercrime field [86].

The implementation of security measures is a structured operation, which is deter-
mined by law, implementing regulations or a non-legislative standard. Slovakia relies
heavily on the citizen itself as the end user of any security services. Although cybercrime
is well established in legislation, the practical enforcement of the law in this area faces
legislative obstacles [82]. The problem is exacerbated because of a wide variation in cyber-
security and the implementation of security measures by operators of essential services
across different sectors [87].

4. Discussion

In order to discuss the challenges and open issues in the researched area, the discussion
of this work deals with the search for a comprehensive privacy protection method that takes
into account the most important specificities of the Slovak smart city security landscape.

4.1. Data-Centric Approach

Due to the large volume of managed data, the complexity of interconnected networks,
technologies, and users in a smart city and their privacy presents a target for a wide
range of attacks and malicious activities. Creating reliable methods to secure and protect
privacy in smart cities is a complex task. Threats to this smart platform occur across the
entire spectrum of processes, from data collection, processing and transmission to technical
infrastructure including the residents. The most important prerequisite of a secure smart
city concept should be incorporating privacy requirements into the design of systems and
their interactions. To minimise the leakage of sensitive information, different aspects of
cyber-security and privacy protection must be intertwined. Residents’ requirements need
to be understood and translated into sound design of an architecture that describes system
components, their responsibilities, and the relationships in between them.

Residents should have the right to transfer their data from one service provider to
another or to delete their data entirely. Each individual has their own privacy needs and
requirements, so services should have privacy configurability and notify users if this is
not possible. In an ideal smart city, residents will be able to opt out of using the services
completely and have the option to completely delete all data collected about them. Data
protection also applies to systems that disclose information beyond privacy at first glance.
This is mainly due to the possibility of combining seemingly non-private and non-personal
data from multiple sources, which can lead to the disclosure of sensitive information or the
creation of user profiles.

Functionality of smart city processes should be continuously reviewed, specifically the
alignment of processes with the main objective of the model, which is to improve services
for residents. Responsible use and handling of citizens’ data by smart city authorities
and service providers as well as the compliance with privacy principles by the residents
themselves who are held accountable strikes a balance within the system [88]. Lastly, an
audit brings a measure of transparency to the model through clarification of processes. The
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audit should not only be able to clarify eventualities in which privacy has been breached
and identify leaked data, but also specify how often privacy attacks occur, whether they
are effective, and to what extent the security system is able to resist or mitigate attacks.
Understanding data management is important because users need to know where data are
stored, with whom it is shared, what it is used for, and how it is protected. In a smart city,
data are collected in the hands of authorities and service providers making it difficult for
individuals to verify all aspects related to its management due to the systemic complexity.
Transparency will increase the level of trust among residents and thus increase the level of
participation of residents in the use of smart services. Privacy should be understandable to
users from a methodological and systemic point of view [89].

4.2. Resident-Centric Approach

The conceptual model should be based on a user-oriented approach, which relates
to the management of the trust and acceptance mentioned in the previous paragraphs. In
practice, this means that at each level of smart services, residents should receive person-
alised or be able to personalise their privacy and data sharing settings through adequate
user interfaces. Services provided for residents should reflect the security preferences
and interests of smart city residents. Vice versa, residents should maintain meaningful
control over systems that provide them with welfare surplus. Users should be able to
manage and control their data and determine the degree of their granularity. For example,
define access level options for authorised individuals, authorised applications, and data
accuracy definitions. An example of customising privacy settings for mobile users could be
to provide different accesses to device location information, for example, family and close
friends have access to exact location, smart city authorities and third-party services have
access to location with a large deviation, and other entities do not have access at all.

This work argues for a user-oriented approach that considers a cognitive layer or ac-
ceptance of residents to actively participate as an important aspect outside the conventional
security and privacy protection scope. The smart city as a set of interconnected systems
is not so different from the states. In recent years, the number and range of influencing
activities has been growing. The application of these methods has been made possible
mainly by digitalisation and technological advances, which have not only brought new
possibilities of activities and attack vectors into the information space, but also reduced
the technological and financial requirements for their implementation. Influence attacks
on citizens can have the same impact on the security interests of cities and countries as
conventional or cyber-attacks.

Instead of using sophisticated cyber-attacks, it may be cheaper and more effective
to use a wide range of influence techniques and tools, such as spreading disinformation,
radicalising citizens, exerting pressure on city government officials or institutions, and
creating public unrest in the targeted smart city. Through these techniques, malicious actors
are able to undermine and subvert the functioning of systems from within. Even the Slovak
Republic is not immune to such influence operations. On the contrary, NATO’s Annual
Tracking Research 2022 suggests that Slovak citizens are highly susceptible to such threats.
In general, these influence operations are carried out in a coordinated manner below the
threshold of a normal response in a democratic city governed by the rule of law. Due
to their complex nature and difficult detection, influence operations are difficult for the
general public to detect and understand, increasing the likelihood that they will eventually
succumb to them.

One of the main tools of the struggle that the smart city has in its hands is communica-
tion. Through it, trust is fostered, as well as the value base and the resilience of citizens
to subversive influences that seek to undermine it. Today, through technology, city and
municipal leaders are able to reach specific target groups quickly. Well-executed communi-
cation brings coherence to the implementation of norms or standards, looks beyond the
everyday, seeks to direct the target audience towards a long-term change in mindset, and
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presents the benefits of a smart city ecosystem, long-term vision, and policy priorities to its
residents in a compelling manner.

4.3. Policy-Centric Approach

In terms of standards, laws, and policies, data management in a smart city ecosystem
requires a non-technical form of guidance throughout the entire lifecycle, from genera-
tion, use, dissemination, and classification to storage. A well-defined and enforceable
law minimises opportunities for data misuse and ensures that stakeholders accept and
respect ethical standards. Non-technical mechanisms function as a complement to technical
mechanisms and should therefore be carefully designed with the comprehensive security
and privacy mechanism of a smart city in mind. Non-technical standards for smart city
implementation on a global scale have not yet been widely accepted and used due to lack
of elaboration and absence of international consensus on terminology [90]. Standards, laws,
and policies are only formulated and implemented locally.

While reflecting on the current state of policies, public administration, information
system architecture, implemented development projects, and municipal activities, and
extending them with new principles resulting from current trends in the Slovak Republic,
the smart city pertinent policies that relate to education, digitalisation, and security in
public administration seem to be rather disjointed and compartmentalised for individual
public administration programmes. New modernisation pressures are currently compelling
public institutions to streamline the performance of all their legislative actions, their ac-
countability, and the public’s participation in the process. Moreover, being part of the
so-called European administrative area changes the meaning, content, and standards of
good governance law, which requires a high level of knowledge and commitment of public
authorities who are, according to the statistics of the Ministry of Education, not supported
by a sufficient number of experts in the field of cyber and information security. Future
policies must focus on improving the conditions for the adoption of digitisation, inno-
vativeness, and competitiveness by reducing administrative burdens, making legislative
and policy changes, defining standards, and reforming the education curriculum and the
labour market.

Slovak legislature enables potential development of smart cities to a reasonable extent.
In spite of this, a challenge has also been identified, namely, the general fragmentation of
the Slovak legislation. In addition, there are too many unlinked strategic and conceptual
documents that are not sufficiently updated to meet the needs of the immediate realities
of the situation or do not provide sufficiently targeted solutions. The policies are not
comprehensible to the citizens, which undermines their credibility. Last but not least,
Slovakia is a weak absorber of EU funds, despite the fact that sustainable and integrated
development of urban and rural areas through local initiatives is one of its priorities.
According to the Ministry of Finance, there is still almost unspent EUR 7 billion (approx.
50%) from the previous programming period. In order to achieve the prerequisites for
smart cities before the start of the new programming period 2021–2027, the work stresses
the need to simplify, streamline, and make transparent the process of spending smart city
relevant EU funding.

5. Conclusions

This work has identified smart city governance, residents, economy, housing, health-
care, transportation, infrastructure, environment, and finance as the most important smart
city domains that can become subject to attacks. The security requirements for the above-
mentioned systems should address the assurance of the following parameters: active
participation of residents, meaningful human control, technology and user connectivity,
scalability, data security, system heterogeneity, hardware constraints, autonomy, and phys-
ical vulnerability. Security and privacy in a smart city can be perceived at the physical
layer, data layer, network layer, computing layer, the services layer, and user acceptance
layer. The most critical threats to security and privacy include user identification, user
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localisation, user profiling, user influencing, user extortion, data association, data misuse,
data insecurity, change of device ownership, and combining attacks. Smart cities are partic-
ularly vulnerable to cyber-attacks due to the short development cycle of new techniques
and methods of attack, the lack of expertise and low level of user awareness, and slow pace
of implementation of legislative measures, norms, and standards.

Considering possibilities, assumptions, problems, and factors of its feasibility in the
Slovak Republic, this work identified and discussed data, residents, and policies as key
aspects to sustainable smart city development. Acceptance of the smart city concept by
residents and the role of meaningful human control over smart city systems are ensuring
that residential participation in the smart city ecosystem were added to the results derived
from literature research. Beyond sophisticated cyber-attacks or social engineering, this
work added influence activities to the list of potential threats, as based on the research and
fact that Slovak citizens are highly susceptible to influencing and the fact that influencing
efficacy in destabilising smart cities may be higher than conventional methods. Simple
communication was identified as one of the main tools that the smart city administrations
have at their disposal to counter threats to smart city security. Slovak legislature enables
implementation of generic conceptual models for smart cities. Nonetheless, fragmentation
of relevant legislation was identified as a challenge. Furthermore, diverging strategic
documents must be updated and interwoven to better specify tasks, manner, and time
frame for their implementation and responsibility of actors. The policies seem to be
incomprehensible to the citizens, which undermines their credibility. Lack of expertise and
user awareness, professional education as well as a short development cycle of new attack
methods are all risk factors linked with the slow implementation of legislative measures.

After describing smart city systems and identifying threats in the previous parts of this
work, the process-based and data-driven approaches that are important for an acceptable
privacy mechanism are as follows. A smart city concept needs to place adequate emphasis
on the security and privacy of its inhabitants, especially to ensure their trust and active
participation in the digital ecosystem. Ideally, the concept of security and privacy in a
smart city should be cross-cutting, where security requirements should be an inherent part
of its design. In practice, this means that a secure conceptual model of a smart city should
constitute the starting point for the functionality of all systems and, in addition, should
be tailored to the specific needs of the residents. For the long-term sustainability of the
conceptual model, it is essential to conduct responsible auditing as well as regular testing
and verification of its functionality. Furthermore, auditing leads to increased transparency.
Protecting residents means placing particular emphasis on data protection by integrating
security requirements into software and engineering processes. Technical mechanisms
must be supported by non-technical ones in the form of norms, standards, legislation, and
agile policies that match the pace of innovation and development. Plurality of service
providers and market competition is a beneficial factor for sustainability. Users should be
able to manage or permanently erase data collected by authorities and service providers at
any time.

There are three limitations to this study. Firstly, literature about smart cities in Slovakia
and case studies dealing with Slovak context are limited, thus conclusions are subjected to
bias. Secondly, the mixed research method combined systematic review of a wide scope
of smart city aspects with considerations for their possibilities, assumptions, problems,
and factors of feasibility in Slovakia, which made it difficult to analyse all security layers
and requirements in high detail, which results in generalised discussion and conclusions.
Thirdly, the work utilises systematic review mainly as a reference point for investigating the
many aspects of smart cities in Slovakia. Given that the information is relevant in relation
to the specific, it would be beyond the scope of the work to excessively compare, cross-
reference, or critically evaluate the default information generated in the literature review.

The subject of future research may be to investigate a specific area of smart city security
in Slovakia from a set perspective, for example, the effect of influence operations on the
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stability of the smart city concept; another option might be to approach the topic of smart
city cybersecurity in Slovakia from a more multi-disciplinary perspective.
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